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12 CFR Ch. VII (1–1–02 Edition)§ 748.2

§ 748.2 Bank Secrecy Act compliance
programs and procedures.

(a) Purpose. This section is issued to
ensure that all federally-insured credit
unions establish and maintain proce-
dures reasonably designed to assure
and monitor compliance with the re-
quirements of subchapter II of chapter
53 of title 31, United States Code, the
Financial Recordkeeping and Report-
ing of Currency and Foreign Trans-
actions Act, and the implementing reg-
ulations promulgated thereunder by
the Department of Treasury, 31 CFR
part 103.

(b) Compliance Procedures. On or be-
fore August 1, 1987, each federally-in-
sured credit union shall develop and
provide for the continued administra-
tion of a program reasonably designed
to assure and monitor compliance with
recordkeeping and reporting require-
ments set forth in subchapter II of
chapter 53 of title 31, United States
Code, the Financial Recordkeeping and
Reporting of Currency and Foreign
Transactions Act and the imple-
menting regulations promulgated
thereunder by the Department of
Treasury, 31 CFR part 103. This pro-
gram shall be reduced to writing, ap-
proved by the board of directors of the
institution, and noted in the minutes.

(c) Contents of compliance program.
Such compliance program shall at a
minimum—

(1) Provide for a system of internal
controls to assure ongoing compliance;

(2) Provide for independent testing
for compliance to be conducted by
credit union personnel or outside par-
ties;

(3) Designate an individual respon-
sible for coordinating and monitoring
day-to-day compliance; and

(4) Provide training for appropriate
personnel.

(Approved by the Office of Management and
Budget under control number 3133–0094)

[52 FR 2861, Jan. 27, 1987, as amended at 52
FR 8062, Mar. 16, 1987]
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I. INTRODUCTION

The Guidelines for Safeguarding Member
Information (Guidelines) set forth standards
pursuant to sections 501 and 505(b), codified
at 15 U.S.C. 6801 and 6805(b), of the Gramm-
Leach-Bliley Act. These Guidelines provide
guidance standards for developing and imple-
menting administrative, technical, and phys-
ical safeguards to protect the security, con-
fidentiality, and integrity of member infor-
mation.

A. Scope. The Guidelines apply to member
information maintained by or on behalf of
federally-insured credit unions. Such enti-
ties are referred to in this appendix as ‘‘the
credit union.’’

B. Definitions. 1. In general. Except as modi-
fied in the Guidelines or unless the context
otherwise requires, the terms used in these
Guidelines have the same meanings as set
forth in 12 CFR part 716.

2. For purposes of the Guidelines, the fol-
lowing definitions apply:

a. Member means any member of the credit
union as defined in 12 CFR 716.3(n).

b. Member information means any records
containing nonpublic personal information,
as defined in 12 CFR 716.3(q), about a mem-
ber, whether in paper, electronic, or other
form, that is maintained by or on behalf of
the credit union.

c. Member information system means any
method used to access, collect, store, use,
transmit, protect, or dispose of member in-
formation.

d. Service provider means any person or en-
tity that maintains, processes, or otherwise
is permitted access to member information
through its provision of services directly to
the credit union.

II. STANDARDS FOR SAFEGUARDING MEMBER
INFORMATION

A. Information Security Program. A com-
prehensive written information security pro-
gram includes administrative, technical, and
physical safeguards appropriate to the size
and complexity of the credit union and the
nature and scope of its activities. While all
parts of the credit union are not required to
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